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MHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBHBIX UHTEPHET-PECYPCAX

C KaxgbIM rofoM MOMoAexXn B UHTEPHETE CTAaHOBUTLCS BonblLue, a LUKOMNbHUKN O4HU U3
caMbIX aKTMBHbIX Nornb3oBartenen PyHeTa. Mexay Tem, NOMMMO OrpOMHOIO KONn4ecTea
BO3MOXHOCTEW, MHTEPHET HeceT M npobriembl. JTa nNamsTka AOO/MKHA Nomouvb Tebe
6e3onacHo Haxo4MTbCA B CETWU.

KomnbloTepHble BUPYChI

KomnbloTepHbll  BUPYC - 3TO  Pas3HOBUAHOCTb  KOMMbIOTEPHbIX  MpOrpamm,
OTINYNUTENBHON OCOBEHHOCTBLIO KOTOPOW SABNSAETCS CMOCOBOHOCTb K pa3MHOXeHu. B
AONOSIHEHME K 3TOMY, BMPYCbl MOIyT MOBPEAUTb WM MOSHOCTBIO YHUUTOXUTb BCE
Gannbl M JaHHble, MNOOKOHTPOSIbHbIE MONb30BaTEN, OT MMEHW KoToporo 6bina
3anylleHa 3apaxeHHas nporpaMmma, a Takke MNOoBpeauTb WM JaxXe YHUYTOXUTb
OMepaumoHHy0 cuctemy co Bcemu dannamu B uenom. B GonblimHcTBE crnyvaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aLmMTbl OT BPE4OHOCHbIX MPOrpamMm:

1. cnonb3yn coBpeMeHHble OnepaunoHHbIE CUCTEMbI, UMEOLLNE cepbe3Hbl YPOBEHb
3alWnTbl OT BPEOOHOCHbIX NPOrpamm;

2. locTosiHHO ycTaHaBnvBan nadTn (UMpoBble 3annaTkyi, KOTOpble aBTOMaTU4eCKU
yCTaHaBNMBaKTCA C Lenblo AopaboTku nporpaMmmbl) U Apyrne OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBanm MX TOSNbKO C ouumManbHOro canta paspabotyvka
OC. Ecnu cyliecTtByeT pexnum aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN ErO;

3. Pabotam Ha cBoeM KoOMMblOTEpPE NO4 nMpaBamMu MOMb30OBaTENs, a He
agMuHUcTpaTopa. 3TO He No3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX  MporpamMmm
WMHCTannMpoBaTbCs Ha TBOEM NePCOHaNIbHOM KOMMbIOTEPE;

4. Nlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl N3BECTHLIX Npou3BoauTenen, C
aBToMaTu4yecknum obHoBneHnem 6as;

5. OrpaHunyb om3nyecknii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLHWE HOCUTENM MHpopMaLnn, Takue Kak drieLlka, guck unu gamn 3
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMNbOTEPHbIE Pannbl, MNOMAYyYEHHbIE U3 HEHAOEXHbIX MCTOYHMKOB.
[axe Te drannbl, KOTOpblE NpUcNan TBOM 3HAKOMbIW. Jlyylle yTOYHW Yy Hero, oTnpasnan
nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6peHn, Mapka.
Ewe B 1991 rogy HuagepnaHackas komnaHusa 3apernctpuposana 6perng "WECA", yTo
obo3Havano cnosocoyeTaHme “"Wireless Fidelity", koTopbii nepeBoguTCcs Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemeHu powna gpyras abbpesuatypa, KOTopas SABNSAETCS TakoW xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHOapT Bbiclien 3BykoBouW TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO BbIXoA4a B WHTEpPHeT. Ho MHorMe 3KcnepTbl CYMTAKOT, 4TO
obwenoctynHole Wi-Fi ceTn He siBnsatoTcsa 6e3onacHbIMu.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepepaBan cBot nu4Hyto MHpopmauuio vepes obuwenoctynHoele Wi-Fi cetu.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakme-To HOMepa,;



2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE NporpamMmMbl U GpaHgmayep. TeMm cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpu wncnonb3zoBaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeENN aKTUBMPYIOT ee And yaobcTea Mcnonb3oBaHns B paboTe unm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B couManbHble CETU UMW B SNIEKTPOHHYHO NMOYTY;

5. Mcnonb3yi TonbKo 3alumilieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeEHHO "https://";

6. B wmobunbHoM TenedoHe oOTkMuM  dyHkumo  "TogknwoveHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEero cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOLAT B HALly XW3Hb, MHOIME Moan paboTarT U XKUBYT
TaM nocTosiHHO, a B Facebook yxe 3apermctpypoBaH Munnuapg 4YenoBek, 4YTO
ABNAETCA OOHOW CeadbMON BCex Xutenew nrnaHeTtbl. MHoOrme mnonb3oBaTenn He
NOHMMaOT, YTO MHGOPMaUKs, pasMeLLeHHass UMM B COLUMAnbHbIX CETAX, MOXET ObITb
HangeHa W UCnonb3oBaHa KeM YrogHo, B TOM 4ucrne He obsasaTtenbHo ¢ 6narumm
HaMepeHNaMN.

OcHoOBHble coBeTbI N0 6€30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awumuian cBOK YacTHY XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUA W OPYry0 TJUYHYI0 UWHGOpMauuio.  3MOYMbILSIEHHUKM  MOTyT
MCNoNb3oBaTb Aaxe WHMopMauuio O TOM, Kak Tbl U TBOM POAMTENU NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awumwan ceow penytauuio - AepXu ee B YACTOTE M 3agaBan cebe BOMpoc: xoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaewbs? [Nogyman, npexae
4YeM YTO-TO onyGnMKoBaTb, HANUCaTb W 3arpy3nThb;

4. Ecnn Tbl rOBOpULLbL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yM CBOE pearibHoe
UMS U OPYTY0 NUYHY MHOPMaLUN: MMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelueHnsa cotorpadui B IHTEpHeTe, rae Tbl M300paXkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MEeCTOMOSNOXEHUE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONU,
cocTosimne m3 BykB 1 LGP 1 C KONIMYECTBOM 3HAKOB He MeHee 8;

7. na coumanbHOM CeTu, NoYTbl U OPYrMX CanToB HEOOXOAMMO UCMONb30BaTh pPa3Hble
naponu. Toraa ecnu teb4a B3NOMatoT, TO 3MOYMbILNEHHUKX MofydaT AOCTYN TOSIbKO K
OAHOMY MECTY, a He BO BCE cpasy.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yOOOHbIM cnocob nnaTtexen, o4HaKo CyLLeCTBYHOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

ONEKTPOHHbIE AEHbIM MNOSIBUNMCb COBCEM HEOaBHO U UMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4O CUX MOp He MPOMMCAaHO NPO HUX B 3aKOHaX.

B Poccumn e OHM (PYHKUMOHMPYIOT M O HUX YyXe MNponuMcaHo B 3aKoHe, rae ux
pasgensioT Ha HECKONbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTcsa npoBoAUTb onepauun 6e3
noeHTUMKaumMm nonb3oBaTens, a B HeaHOHMMHbIX WOEHTUdUKaUMA nornb3oBaTens
aBnsaeTca oba3aTtensHon.

Takke cneagyeT pasnuyaTtb 3NEKTPOHHbIE bMaTHble AEeHbIMN (PaBHbI rOCYAapPCTBEHHbLIM
BanoTam) W ONEeKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCY4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AeHbramu:



1. MpuBsKM K cyeTy MOOUMbHbIN TenedoH. ATO camMbl YyAOOHbIN U BbICTPLIN CNOCO6
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBAsaHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBOW
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonbayn opgHopasoBble naponu. llocne nepexoga Ha YCUMEHHY aBTopu3auuio
Tebe yxe He BygeT yrpoXaTb ONAacHOCTb KpaXkyn UM nepexesaTta NraTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam OygeT He MpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebs CTPOYHble M NPOMUCHble BYKBbI, LMAPbI U HECKOSIbKO CUMBOJIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

OIeKTpoHHas rnoyTa

ONeKTPOHHAas noYta - 3TO TEXHOMNOMNS 1 NpeAocTaBngemMble el yCrnyrn no nepecobisike u
NOMNyYEHNIO 3NEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OBbIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTtenda@ums_aomMeHa. Takke Kpome nepegadun npocToro Tekcra, uMeeTcs
BO3MOXHOCTb Nnepegasatb hansibl.

OcHoBHble coBeTbl No BesonacHon paboTe ¢ 3NEeKTPOHHOW NOYTON:

1. Hago BbiGpaTb NnpaBuUrbHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, O4HAKO Nydlle AOBEPATb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBan B NMYHOW MoOYTE JNIMYHYKO MHopmaumo. Hanpumep, nyywe BbibpaTtb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Mcnonb3yi AByxaTanHyto aBTopM3aumio. OTO Korga NOMUMO Napons HYXXHO BBOAUTb
Koa, npucbinaemblii no SMS;

4. Bblbepn cCnoxHbln naponb. [Ona Kaxgoro nNoYTOBOro siLMKa OOSMKEH ObiTb CBOM
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW fMYHbIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3y HecKonbKO MOYMTOBLIX SAWMKOB. [lepBblM A5 YaCTHOW Nepenuckn ¢
agpecatamu, KOTOpbIM  Tbl JOBepsiellb. JTO 3MEKTPOHHbIN  agpec He Hajo
Mcnonb3oBaTh NpU perncTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUS B NMUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX ApYy3en. Jlydlle yTOYHWN y HUX, OTNPaBnsAnu N oHn Tebe atn dannsi;

8. lNocne oOkoH4YaHMst paboTbl Ha NOYTOBOM CepBUCE Nepeq 3aKkpbiTUEM BKIAL4KU C
canTom He 3abyab HaxaTtb Ha "Beitn".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHNAMM, CcoAepXawumMmmn  OocKopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; couuanbHoe OONKOTUPOBaHWE C MOMOLLbIO
pasnUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocancs B 6on. Jlydwmi cnocob: nocoBetoBaTbCA Kak cebs BECTU U, eCriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCnoKoMTbCA. Ecnnm Tbl HaudHelb
oTBeYaTb OCKOPOMNEeHUAMM Ha OCKOpONneHusi, TO TONbKO elle 6onblie pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMasd. CyllecTByHOT CMocobbl BbIACHUTb, KTO CTOWUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuraHckui obpas BUpPTyanbHON XU3HW. IHTEPHET uKcupyeT BCe
TBOW OENCTBUSA U COXpaHseT ux. Yaanutb ux 0ygeT KpanHe 3aTpyAHUTENbHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOSIOAY;

6. WrHopupyn eaumHunyHbIi HeratuB. OpgHopas3oBble OCKOPOUTENbHbIE COOOLLEHUS
nyywe urHopuposatb. OBLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;



7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHUSMN, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLUEHUA C
onpeaenieHHbIX agpecos;

8. Ecnn TbI cBupgetenb kubepbynnuHra. TBOM [LEWCTBUA: BbICTYNUTb NPOTUB
npecnegosaTtens, MokasaTb €My, 4YTO €ero [OeucTBus OLEHUBAKTCH HeratmsBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa Ncuxonornyeckas noMoLlb, COOBLNTL B3POCIIbIM
0 paKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cmapTOoHbl K nnaHweTbl cogepxaT B cebGe BMNOMHE B3pPOCHbIv
dYHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLUUMOHAPHBIMU KOMMNbIOTEPAMW.
OpHako, cpeacTB 3almThl Ans NOA06HbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NOWUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE Tak MHTEHCUBHO, Kak Ans K, 1o e camoe
KacaeTcsa 1 MOBUITbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yXe nNpakTU4Yecku [[OrHanm HacTosbHble
aHanoru, ogHako paclmpeHne yHKuMoHana BneyeT 3a cobon 6onbLUyio CIOXHOCTb U
MEHbLLUYIO 3aLLMLLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKaOT OOHOBMEHUS, 3aKpblBaloLne KpUTudeckme
YSI3BUMOCTUM AN CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6esonacHOCTM MOBUbHOro Tenedgoxa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbeiM. Byab ocTopoxeH, Befb Koraa tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakume-TO NraTHble
yCnyru;

Adyman, npexae 4yem otnpaBute SMS, ¢oTO Unn BUAEOo. Thbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;

Mcnonb3yn aHTMBMpPYCHbIE NporpamMmmbl 45t MOBUIbHBIX TENEOHOB;

He 3arpyxxan NpunoxeHns OT HEU3BECTHOro UCTOYHUKA, BeOb OHWU MOTyT cogepxaTtb
BPeAOHOCHOEe nporpaMmHoe obecneveHue;

Mocne ToOro kak Thbl BbIMOELWb C cauTa, rge BBOAWUM NUYHYIO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepuogmnyeckn NpoBepsiv, Kakme nnaTHble YyCnyrM akTMBMpPOBaHbl HA TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUIBHOrO TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLL U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoBePATL 3TO.

Online wvrpbl

CoBpeMeHHble OHMTarH-UrPbl - 3TO KpacOYHble, 3axBaTblBalOLME pa3BrieYeHus,
00benHAILWME COTHU ThICAY YerioBeEK No BCeMy Mupy. Urpokn nccnenyot aHHbIA UM
MUp, obLwialTcsa Apyr C OPYroMm, BbINOSHAKT 3a4aHus, cpaxarTcss C MOHCTpaMun u
nony4arT onbiT. 3a yOOBOMbCTBME OHW NNATAT: MOKYMNalwT OUCK, OnnayusaroT
aboHeMeHT nnun npruobpeTaroT Kakme-To Onunn.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuTME Urpbl, a TakKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINMYCKAOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtku Ans NPorpamMmMm), 3aKpbiBalOTCA YSI3BUMOCTM CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6&30MacHOCTN TBOErO UFPOBOIrO akkayHTa:

1. Ecnu gpyron urpok BegeT cebsi Nnoxo nnmn cosgaet Tebe HenpuATHOCTH, 3abnoknpymn
€ro B CMCKe UrPOKOB;

2. Tloxanynca agmMuvHUCTpaToOpaM Wrpbl Ha nMroxoe noBefeHue 3TOro WUrpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaUuIo B npodanne urpsbl;



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble NaTyn n Mogbl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYC. [1oka Tbl uUrpaewb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

PULLINHT UK Kpaxa NUYHBIX JaHHbIX

OObI4HOM Kpaxken OeHer U [OKYMEHTOB CErofHsi YK€ HUKOro He yauBULLIb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMMN 3MOYMbILUIIEHHUKN NEepeMecTUriuCb B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B [MOSydeHUN KOHUAEHUMAmNbHbLIX [OaHHbIX Mofnb3oBaTtenen -
NOrnMHOB 1 naponen. Ha aHrnuinckom s3bike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHkeTa Obina
B3nloMaHa, To HeobxoaMmo 3abrnoknpoBaThb €€ 1 CoobLNTL agMUHUCTPaTopam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©6e3onacHble Beb-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnu T1ebs B3fiomaroT, TO
3M10yMbILLMIEHHUKM NoslydaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMuIio B CETU, a He KO
BCEM,;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeanTtb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasreHbl y Teba B Apy3bsiX, O TOM, YTO Tebsi B3noManu u, BO3MOXHO, OT
TBOEro MeHun ByaeT paccbinaTbCsa Ccnam 1 CCbINKN Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MoBUnbHbIN TenedoH;

6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan grannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecrivi OHW Npuwnu ot
TBOUX ApYy3en. Jlydlle yTOYHN Y HUX, OTNPaBnAnmM N oHn Tebe aTn dannsl.

Lindposas penytaums

Lindposas penyTtaums - 3T0 HeraTMBHasi UM NO3MTUBHasS MHopMaunsa B ceTu o Tebe.
KomnpomeTupytowasa mnHpopmauns, pasMmelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpasom oTpa3nTbCs Ha TBOEW pearnbHOM Xu3Hu. "Liudposas penytaums” - 370 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbctBa, Yy4ebbl, TBOe (PMHAHCOBOE MOMOXeHUe, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapocTkM NErkoOMbICIIEHHO OTHOCATCS K nNybnukauuu nndYHon nHdopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUI. Thl AaXe HE CMOXeLUb JoragaTbCs
0 TOM, 4YTO poTorpadus, pasmeLieHHas 5 neT Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.

KoMmeHTapuu, pasmelleHne TBoux doTtorpacduim un apyrme OencTBus MOryT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
MHpoOpMauUuio, nonasia fiv OHa B MOWCKOBbIE CUCTEMbI M COXpaHunacb M OHa, a
rmaBHOE: YTO nogymalrT O Tebe OoKpyxawlime noan, KOTopble HauayT U YBUAAT 3TO.
Hantn nHgpopmaumo MHOro et Cnycta cMoXeT Nobon - kKak U3 4obpbix NodyxaeHUn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcCHOBHbIEe COBETLI NO 3aLmMTe LNGPPOBON penyTaumnm:

1. Nogyman, npexae 4Yem 4TO-TO Ny6rmMkoBaTb M NepegaBaTb y cebs B Grnore nnu B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTP TBOEro Npodouns n ero
coOepXUMOoro, caenam ero Tonbko "anga apysen”;



3. He pa3melsan n He ykasbiBan MHopmMauuo, kKoTopasd MOXeT KOro-nmbo ockopbnsaTb
nnm obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKOMBbHUKU - aKTUBHblE MNONb3oBaTenuM UMEQPOBOro npoCcTpaHCTBa.
OpHako Janeko He Bce 3HatoT, YTO NOSfb30BaHME MHOMMMU BO3MOXHOCTAMU LUAPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "mHTennekTyanbHasd COOCTBEHHOCTb" OTHOCUTCS K PasfMyHbIM TBOPEHUAM
4YenoBEYeCKOro yma, HadvMHas C HOBbIX W306peTeHui U 3HakoB, OBO3HaYaoLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaHuMBasi KHuramu, doTtorpadpumsamu,
KMHOOUITbMaMn 1 My3blKanbHbIMU NPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb HA NPON3BEAEHWS
HayKku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT eMy
crnpaBefsiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOero Tpyda, Mony4vuTb
N3BECTHOCTb 1 NpusHaHmne. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovseefeHne, pacnpocTpaHATb, MNy6rMYHO [AeMOHCTpUpoBaTh, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyormMyHO WUCNOMHATb, NOKa3blBaTb/MCMOMHATL B
admpe unn pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmmHoro obecrneyeHmsi MoOXeT NPUBECTU K MHOMUM
puckam: OT NOTepU AaHHbIX K TBOMM akkayHTam 40 6MOKMPOBKM TBOErO YCTPOMCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPblE MOXHO HANUTN B CETW.

O noptane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CETU. 34ecCb Thl MOXeWb Yy3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM $3bIKOM, @ MNPWU BO3HWKHOBEHUU
KPUTUYECKON cuTyaumum obpaTuTbCA 3a COBETOM. A Takke MNPUHATb YyyacTue B
KOHKypCax 1 cTaTb CaMblM LMEPOBLIM rpaXgaHUHOM!



